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Avoiding the Data Breach — Take 2
Your Step-by-Step Game Plan




Eric Green, Esq.

» Managing partner in Green & Sklarz LLC, a boutique tax firm with
offices in Connecticut and New York.

» Focus is civil and criminal taxpayer representation before the
Department of Justice Tax Division, Internal Revenue Service and
state Departments of Revenue Services.

» Ericis a contributing columnist for Bloomberg Tax and has served
as a columnist for CCH’s Journal of Practice & Procedure.

» Attorney Green is the past Chair of the Executive Committee of
the Connecticut Bar Association’s Tax Section.

» Ericis a Fellow of the American College of Tax Counsel (“ACTC”).
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Dawn W. Brolin, CPA, CFE

» Dawn Brolin is the Designated Motivator
for Accounting Professionals.

» |s a people-loving Certified Public
Accountant, Certified Fraud Examiner, and
the CEO of Powerful Accounting, Inc.

» Dawn is a member of the Intuit Tax
Council, the ADP Advisory Board, and the
Avalara QuickBooks Advisory Board.
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» CIO of HoganTaylor LLP.

» With 30 years experience in information
technology management and consulting, he
provides strategic leadership and is responsible
for the planning, implementation and oversight of
all firm technology innovation and process
improvement initiatives.

» Steve is a member of the AICPA and the Tulsa CIO
Forum.
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Housekeeping

» 8 attendance check polls
» Must do 6 to get credit

» A Link will be sent to claim your
certificate

» EAs, this is when you will provide your
PTIN

» Anyissues? Email us at
team@taxrepllc.com
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2 Matthew Kidd
@MichiganMattCPA

An IRS agent just asked a room full of CPAs
to raise their hands if they have a WISP.
Based on the response an astonishing
amount of CPAs did not read their PTIN
renewal.

10:40 AM - 14 Aug 24 - 8,333 Views



Protecting Data Is The Law

e The Federal Trade Commission (FTC) has jurisdiction to set data safeguarding regulations for

various entities, including tax return preparers.

e Known as the Safequards Rule, the FTC requires organizations to have measures in place to

keep customer information secure.

e Companies subject to the rule are responsible for taking steps to ensure that their affiliates
and service providers safeguard client or customer information in their care.

e Firms could be subject to other laws and regulations at the state or local level, such as data

encryption laws or security breach notification laws.

THN @ Liscio




FTC Safeguards Rule Penalties

e The FTC deems tax preparers "financial institutions" under the Gramm-Leach-Bliley Act.
e Compliance with the Act is mandatory.

e Non-compliance can lead to fines of up to $100,000 or imprisonment for each violation.
e Officers and directors can be fined up to $10,000 for each violation.

e Penalties increased for 2023 and beyond with grace period until June 9.
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FTC Safeguards Rule Penalties (overview)

What does the FTC require, as of August 2024?

Designate a qualified person to oversee the information security program
Develop a written risk assessment

Limit and monitor who can access sensitive customer information
Encrypt all sensitive information - at rest and in transit

Train security personnel

Develop an incident response plan

Periodically assess the security practices of service providers

O N WU WDNPRE

Implement multi-factor authentication for anyone accessing customer information

Much of the above is covered when you create your Written Information Security Plan (WISP) as part of
complying with IRS Publication 4557.

® |t'simportant to start there - because when you do your PTIN renewal, you have to check a box that you
have a Written Information Security Plan.
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Poll #1
Does your firm need ensuring your WISP is
up to date and IRS compliant?
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1) Use Security Software

e Anti-virus/anti-malware
o Use both signature-based and heuristic-based applications

e Anti-spyware to prevent unauthorized applications from harvesting data
o  On each device or applied through the network

e Firewalls to block unwanted connections

e Drive encryption
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2) Create Strong Passwords

® At least 12 characters, including upper and lower-case letters, numbers, and special
characters (16 or 32 better, passphrase!)

e Separate password for every application or service

® Never re-use old passwords

e Use password management tools to ease the burden

Bitwarden or Vaultwarden
KeeperSecurity

McAfee Anti-Virus Plus
Bitdefender Anti-Virus Plus
Webroot SecureAnywhere

nlooooo
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3) Secure Wireless Network

Change default passwords on all routers

e Ensure WPA3 encryption

e Reduce transmission power to the lowest possible setting that provides adequate coverage

e Change the name of your network to something that does not identify the nature of your business

e Do not use public networks to access sensitive information without the protection of a VPN
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4) Protect Stored Client Data

e Encrypt all disk drives — Windows BitLocker is a good tool for this

e Backup data daily or continuously, using multiple forms of media

e Avoid using USB drives, particularly if they contain client data and you are using them on devices you
do not control

e Avoid installing unnecessary software

e Maintain an inventory of all devices on which client data is stored and control internet access on these
devices

e Securely delete all data before disposing of a device

THN @ Liscio




The Human Factor - Your Staff’s Role in Keeping Data Safe

What to look out for How to educate staff

Training required

Password Training (enforce strong passwords)

Limit access to only those who need it

Safe document handling training

Security training

Regular discussion about importance of

security training and also what scams and new

hacking information has come to light

e Develop Telecommute Policies

e Properly terminate staff (and remove from
systems, etc

e Verbal and Written warnings for anyone who

violates this
@ Liscio

e Background checks

e NDA’sin place

.
0

2
8
m
o
Z
mil
@)
Al
A




Issue For Most Firms

e Firms need to encrypt messages with PIl. This creates two problems:

o  Encryption can be challenging for staff

o Most clients won't/can't encrypt when sending email to the firm
e SMSis a key issue for most firms

o Photos in text messages frequently contain PIl which can walk out the door

o Use business texting. Better yet, use business texting with secure file requests
® Your 4557 WISP is key for qualifying for/maintaining cyber insurance

o Cyberinsurers are disqualifying firms at a record rate

T ﬁ Nintaining a quality WISP and complying with it is now table stake- LiSCiO

TAX REP NETWORK




Client Behavior Is Hard To Control

e Making security automatic for clients isn't so easy:
©  How many clients send you Pll without encrypting it?
o How much Pll does your team have in their email boxes?
©  Oron their personal phones?
o How many clients can't log in to your secure systems?

e Asa firm, you must delete all emails from clients with PII

.
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Risk Of Phishing Emails

® Phishing email threats are exploding!

® 91% of all data breaches start with a phishing attack, according to KnowBe4 (www.knowbe4.com)
e Phishing coupled with social-engineering creates a very risky situation
e The fundamental rule remains, if you don't know the person who sent it to you or you weren't

expecting it, don't open it or click on it

.
0

2
8
m
o
Z
mil
@)
Al
A

W Liscio



http://www.knowbe4.com/

Protecting Data Is Good Business

an ()

What would you pay in

How much would a data How many clients would
. legal costs? Are they
breach cost your firm? you lose? )
covered by insurance?
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Summary

e 4557 has requirements and penalties tied to your PTIN/EFIN

e Staff need education on security

® You can take simple IT steps to improve security

® You need to be ready for breach reporting —it’s not a matter of if, but when
e C(Clients need to be taught to be safe, too

e Make sure to get your WISP done, since it is a requirement
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Poll #2
How much sensitive client information does
your firm have in email?

W Liscio
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Need More Help With Publication 4557 and your WISP?

Learn from recognized Experts

Dawn Brolin, CPA, CFE Randy Johnston, CPA Steve Perkins, CIO
: HoganTaylorLER,

ey
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For your WISP, which systems are Good, Better, and Best?

IRS Publication 4557 and FTC Safeguards Rule
Technology Resource Guide:

Home Office

e ] : IRS Publication 4557 and FTC Safeguards Rule
; ' Technology Resource Guide:

ANTI VIRUS ] small Office

ANTI
SPYWARE

REQUIRED NETWORH

Lifel : IRS Publication 4557 and FTC Safeguards Rule
NETWORK INTRUSION o Technology Resource Guide:
DETECTION Tech4 ANTI VIRUS o
Large Office
ANTI
SPYWARE
Practice P
NETWORK INTRUSION [ Tech4Acce REQUIRED NETWORK & DATA PROTECTION SOLUTIONS
DETECTION Trend M
Tipping BEST GooD OK
inel One ’ oy
o o
_T — Falcon
— R — ANTI .
TAX REP NE ORK SPYWARE Sentinel One Palo Alto BitDefender




MASTER CLASS - Comply with IRS Publication 4557 and
FTC Safeguards Rule

IRS Publication 4557 and the FTC Safeguards Rule require firms to implement
a Written Information Security Plan (WISP) to protect client data.

This course explains HOW to comply and includes all the resources you need to complete your WISP.

5.0/5 (22) <

® 120 Minutes (® Bite Sized Lessons
® Complete WISP Toolkit - Over 20 Editable Policies, Templates & Checklists included
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Save $300 (60% discount)

1. Search for “4557 Masterclass”

2. Orgoto https://thegrove.thinkific.com/courses/4557-Masterclass

3. Regular price is $499, use code TRN2024 to get the course for $199

a. Code is valid through August 20
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Survey Results From the Prior Webinar

What are the most common issues you face during the tax delivery process?

Other
8.0%

Concerns about data security
13.9%

Delays in client acknowledgment
30.5%

Security is the 4th most-common
issue. We need to solve client
engagement and security
TOGETHER.

/

Client engagement

issues are the biggest
problem

Difficulty in obtaining client signatures
23.0%

Client difficulty accessing documents
24.6%

TAX REP NETWOR B LISCIO




Survey Results From the Prior Webinar

What is the biggest challenge you face with tax organizers?

Other
5.5%

Difficulties in Collecting and Organizing Information
13.9%

Low Client Reponse Rates
42.7%

Time Consuming to Prepare and Distribute
15.5%

Client responsiveness is #1
for organizers as well.

Errors or Incomplete Information
22.4%

.
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Accountants and Bookkeepers spend up -
to 40% of their time searching for, and

— gathering, client documents. .

AccountingWeb, May 2021




Survey Results From the Prior Webinar

What improvements would you like to see in your tax delivery process?

Faster delivery times
7.2%

Enhanced security measures
21.5%

Better client tracking and notifications
42.1%

A

Simplified client signature collection Most firms want a new
29.2%

system that solves multiple
| issues.

A
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Survey Results From the Prior Webinar

Whg}t is the most time-consuming part of the tax preparation and delivery process for
you~

Delivering completed returns

2.8%
Preparing the tax return

12.2%

Reviewing and finalizing documents
16.0%

Gathering client information

I 51.9%

Gathering information and
communicating with clients
needs to be secure AND it
needs to be easier.

Communicating with clients
17.1% <

| AX HEP NE I WURK




Survey Results

Good news! 1-in-12 firms
have already moved to a
digital tax organizer!

What is your primary means of sending tax organizers to clients? /
Digital tax organizer
7.9%
Paper
Tax Portal 23.5%

44.3%

Email
24.3%
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I’'m going to show you HOW you can make the change without a
big headache.

1. Security is a must.

1. You can’t solve the security problem alone -- you need to bring your clients along.

1. You can solve the security problem in a way that reduces your tax admin time by >50%.
1. Everything I’'m going to show you is easily implemented

a. No changes to your tax prep software

b. No changes to your practice management system
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Poll #3
When it comes to managing your business,
how Risk Averse or Risk Tolerant are you?

TRN W Liscio




How | Safeguard My Clients’ Data & Save Time Doing It

1. Run my business like a bank

a. We are subject to many of the same rules and regulations

b. Clients clearly prefer online banking to email

c. Banks give us a single touchpoint for everything we do with them online
2. Draw clear boundaries

a. Bendif you need to for the minority of clients who aren’t successful online
3. Help clients with the transition

a. Focus on apps with a strong User Experience track record

b. Be clear with what’s in it for them (security and convenience)

c. Beconsistent in your behaviors and expectations
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The Online Banking Model Works

80% to 90% of American Bank Account Holders use online banking services.
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http://www.youtube.com/watch?v=lyQ1m8xbJW0

Get Your Clients Onboard

1. If tough love doesn’t work for all of your clients, consider these options:
a. Online clients should be given a transition date to be secure (say 90 days from now)
b. Add the transition date to your email footer
c. Send emails that communicate what’s in it for them (e.g. 3 emails over a 90-day period)
d. If they are online but refuse to comply, have them sign a liability waiver
2. Some systems such as Liscio (what | use) will capture email traffic and make it easy to convert
the email to a secure message.

3. Offline clients can stay offline
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Give Clients a Single Touchpoint Online

1. Clients can’t juggle multiple apps.

a. Ifthey don’t know which app to use, they’ll email us.

b. If they can’t find their files, they call us.
2. Many clients live on their phones and tablets

a. More than % of internet traffic is on mobile devices
3. Pick an app that puts everything in one place

a. Secure messaging

b. Secure file transfer

c. Electronic signatures

d. Taxorganizers & delivery

orks on any device
TRN
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Poll #4
What is your tax organizer response rate?

W Liscio
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Clients do not love the old organizer & portal experience

RGANIZER

Pag
2022 | 1040 [ US ] Client Information [ 1 |
Tax Return Appointment B2
v
Date: 08/08/2024 =
Telephone number: Timg 0 PM EST

Fax number: Location: oFFIcE 1
E-mail address: —r—ws—q

This tax organizer will assist you in gathering information necessary for the preparation
of your 2022 tax return. Please add, change, or delete information as appropriate.

CLIENT INFORMATION

g | FlnG st bl
Sn [ 1-marriea ting separate and iwed wih spouse
Yoar spouse died, f avaiying survving spouse (2020 or 2021) of Dependent

First name and initial SNOW Fillng Status 4 ' 4 WE]CO me!
Last name WETTE ol . Bt aaksayer v Let's get started on collaborating with Reinard, Hunt & Randall, LLC.

Title/suffx {ont othor than chia

INTUIT Link Sign Out

me Phone

2 ossenod ot
Socitsecurty numer || on Fi1a I
Tarpayer oy
oo | g
Date of bith (i) 5/01/1967 ncam'eran an.
Date of death (midh) Tax year 2018
1=blind. lIncome Credit
st name and el | GEORGE
Lest name Ceveos T
T : e '
‘Social security number. On File |
spouso | Sl e — | 4 Engagement Letter Dore. (&
Oate ot vt (i) s/02/1550

Date of death (midy)

Sven s 1000 & TREET Questionnaire 213 >
';:l:y“ LEXINGTON
- T 48300 Document Checklist 23y
Adaress [ Postal code 100
Shared documents Review »
e g
:n‘\‘:::"lm"'mij“y“' You are connected to Reinard, Hunt & Randall, LLC. m
- 15
| | 2
TR NI Limited portal functionality, no secure communication. Low ree [aleg. i
TAX REP NETWORK C 0




As a result, clients send documents every which way

@O

This is a security and administrative nightmare.
It was the single biggest waste of admin time during tax season.

W Liscio
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We end up with this problem. 70% of you are here.

What is the most time-consuming part of the tax preparation and delivery process for

you?

Delivering completed returns

2.8%
Preparing the tax return

12.2%

Reviewing and finalizing documents

16.0%

Communicating with clients

Gathering client information

I 51.9%

17.1% <

| AX HEP NE I WURK

Gathering information and
communicating with clients
needs to be secure AND it
needs to be easier.




The Secret is to Make EASY for Client to Work Securely

2024 Tax Organizer

~ Page Scanned

Filing Information

Tuesday, 24 Aug

1. Did your home address change
in the past 12 months?

Liz West Accounting now

Hi Emmal We're still missing your
U W-2 from this tax year. Send it

over and let’s get your taxes

wrapped up.

1.1 Please list your new address

123 Maple Lane,
Springfield, Anytown, 12345

Cancel

& liscio.com

TAX REP NETWORK




A Secure Tax Organizer experience is easier for you too:

Just drag-and-drop batches of PDF organizers from your tax software:

RGANIZER Page 8
2022 | 1040 | US| Client Information 1
Tax Return i Ya:
v .
FA—— Upload tax files
Fax number:
: . . . . .
E-mail address: "’J‘qu Automatlcally create new workflow requests from prior years' organizers or tax returns.
Thi tax organier wil assityou ngathringInformation necessaryfor the preparation
of your 2022 tax return. Please add, change, or delete information as appropriate. {me Phone
CLIENT INFORMATION :&l"o’;‘k’
Filing Filing status (table) |
£ln8, | 1-marte fing separate and e wih spouse ):
Year spouse died, if qualifying surviving spouse (2020 or 2021) Filing Status of Dependent .
T o | Tax Organizers Tax Returns
Tile/sutti [omer than chid
wyer | Sl seurtynumber Ui
TP pccupaton i o
oateof bt (i RERCET o oy
Date of death (m/dly) [gpendent rs +
1obind ) +
lincome Credit -
Tt v applicabi (defaut) Drag & Drop PDF files here or browse to upload Drag & Drop PDF files here or browse to upload
spuuse | Soet sy umber . [“on =570
oseuptn iror
oste ot i (o) [5/02/155
oo of deaith (i)
1obing s ci
s
s T | ;
Adgress | Apantment number pm 1 e o Lacerte Organizer_ID001245.pdf.
City. LEXINGTON E"?mvs ov's‘:a:“evv::\l
st Ky Wetatement
20 s prem i Srovir
Region fbcords.
Conny i 5

i
I

Fworsnip staement
fibe ofice statemert
Itdismont

our chi I disabies
Vide'ans of e for-
1 0f proot of isa-

fatoment
sl care provider
n

Brvees agency or
Vstatoment

1

e et warmaTen

e B

:n::mm 2 Begin Upload
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The same process addresses Tax Delivery

What are the most common issues you face during the tax delivery process?

Other

8.0%

Concerns about data security

13.9%

Difficulty in obtaining client signatures

Delays in client acknowledgment

23.0%

TAX REP NETWOR

30.5%

Client difficulty accessing documents

24.6%

B LISCIO



Secure Tax Delivery

Secure tax delivery automation includes Review, eSign, Payments, and Estimated Tax Reminders:

JMliscio.com
Liscio

Add New
N @

Review

Review

20231040 US Form [oone

Tasks

Accounts. “

o 1040 G5 individuai ncome Tax Return [ 2023 [owmve o] seiecm e > 2 petaware

Bill For ha yoar Jan. 1-Dec. 31,2023, or e s you bageming So0 saparato nsasons.

20231040 US Form 1040°T.

NOTE: Review all documents before continuing.

P ROCDE @D

s

Filing Status || Sngle
] Married ting ointy (aven oy oo had income)
(0 Married fing separately (MFS) [ Quaitying sunviving spouse [SS)
H youcheckac e MFS box. ener 1 namo of your spoxss. o
Qusiying perscnis & chid ut nt yous dondant

ALy mo duing 2023, 6 yous (3 Fecoive (a8 8 reward, wrd, of payment or property o services); or b) sel,

Someone canclaim: [ Youas a dependent [ Your spouse as a dependent
Pl

You: [] Wore bombetcre Januwy 2.1950_[] Arobing _Spouse: [] Was bom betore Jarury 2. 1959 [ ] Isbing
(seoinsructions) @500 secuty | @) Reatoraniy
1 Friname Lastrame | b | b

[112-56-7744 | 50n

l223-11-4685 |

Tolal amaunt from Farmis) W-2.bx 1 (s66 insiucions) 85,000
Househaid erployee wages not repored on Farmis) W-2
Tip incoxma ol reported on ko 1 (see insructiors) - -

Taxablo depencent care bents rom Farm 2441, ne 26

e e - =

TAXTEDNETWIRK Liscio




Tax Delivery Made Easy

9:41

Cancel

= 20231040 US Form 1040 T...

11040 U individai income Tax Return

2023 oo o

TAX REP NETWORK

9:41 all T ==

Cancel eSign

Adobe Acrobat Sign

8879 e-File Authorization

Taxpayer’s PIN: check one box only

| authorize __L:18€10, INC__ to enter or generate my
ERO firm name

PIN __12348 __ asmy signature on the income
Enter five digits, but
don’t enter all zeros

tax return (original or amended) | am now authorizing.

D | will enter my PIN as my signature on the income tax
return (original or amended) | am authorizing. Check
this box only if you are entering your own PIN and
filed using Practitioner PIN method. The ERO must
complete Part Il below.

@ Your Signature » % Click here to sign

Date »

Spouse’s PIN: check one box only

| authorize __L18¢10, InC _ to enter or generate my
ERO firm name

PIN ___B86789 as my signature on the income
Enter five digits, but
don’t enter all zeros

tax return (original or amended) | am now authorizing.

I:] I will enter my PIN as my signature on the income tax
return (original or amended) | am authorizing. Check

-
9:20
Tuesday, April 1

Tax Return Payment Reminder now

. Hey Alex, this is a friendly
reminder that your Federal Tax

Payment is due April 15.




How to Deliver Tax Returns more Securely

Automating the Tax Delivery Process is the same as the Organizer process. Just drag-and-drop.

i .
& Upload tax files X
[ﬁ Automatically create new workflow requests from prior years' organizers or tax returns.
FORTAX YEAR 2023 " Tax Organizers Tax Returns
0.
x *
| Drag & Drop PDF files here or browse to upload Drag &:Diop RO files here on browsa tolupload
E Browse Browse
@ Snow_White_Tax_Return.pdf
cccccccccc
11501 Dublin Blvd F
. B
Dublin, CA 94568 —_—
(212)444-5555

- B LISCIO
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My System (Simple, Secure, Effective)

Tax Software Client Portal Data Entry DMS
INTUIT Lacerte M Liscio GruntWorx 03 smartvault
Organizers Print PDFs ——— > Creates and Sends — Enters datainto — Integrated with
Personalized the tax software Lacerte and Liscio
Organizers (drag-and-drop
(drag-and-drop from Liscio)

from Lacerte)

Returns Print PDFs ——— Automates Tax Integrated with
Return Delivery Lacerte and Liscio

(drag-and-drop from

eerte) W Liscio
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My Branded Liscio Portal

i 9:41

el °

CPa | TAXES | CFU| FRAUD Inbox | 2

%) powerfulaccounting liscio.meflogin

9 Sylvia
UPLOAD FILE e

1t

"
Welcome back o M Jared
o f

5 signinwith Google -

) signin with office 365

REQUESTS

ACCOUNTS
Welcome back

Review and Sign|
-~
-

BILLING

NEED HELP?

powtReo BY @ Liscio

@ JOHN DOE
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Training and Implementation Time

1. Modern portals can be setup and learned in less than a day
2. Immediate ROI

3. Thekey is to set your intention and move forward!
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Typical Objections:

| want to address these because firms tend to talk themselves into “Same as Last Year”:

e My clients won’t change
O They already have (even your oldest clients use online banking)
o0 Remember COVID?

e My staff won’t change
o Give them some credit...
o My staff and | will work a fraction of the overtime, if any
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TRN Special —
https://www.liscio.me/affiliates/tax-rep-network For Only

r|~4 ANN
‘I' I’—rJJ

uuuuuuuuuuuu

T

ssssss

.......

Implementation, training, data import, and custom branding for $499 (save $1,000!)

———— % — Limited time offer expires August 15. o o
TRN @ Liscio
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