
Avoiding the Data Breach – Take 2
Your Step-by-Step Game Plan
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 8 attendance check polls

 Must do 6 to get credit

 A Link will be sent to claim your 
certificate

 EAs, this is when you will provide your 
PTIN

 Any issues?  Email us at 
team@taxrepllc.com 

Housekeeping





● The Federal Trade Commission (FTC) has jurisdiction to set data safeguarding regulations for 

various entities, including tax return preparers.

● Known as the Safeguards Rule, the FTC requires organizations to have measures in place to 

keep customer information secure.

● Companies subject to the rule are responsible for taking steps to ensure that their affiliates 

and service providers safeguard client or customer information in their care.

● Firms could be subject to other laws and regulations at the state or local level, such as data 

encryption laws or security breach notification laws.

Protecting Data Is The Law



● The FTC deems tax preparers "financial institutions" under the Gramm-Leach-Bliley Act.

● Compliance with the Act is mandatory.

● Non-compliance can lead to fines of up to $100,000 or imprisonment for each violation.

● Officers and directors can be fined up to $10,000 for each violation.

● Penalties increased for 2023 and beyond with grace period until June 9.

FTC Safeguards Rule Penalties



What does the FTC require, as of August 2024?

1. Designate a qualified person to oversee the information security program
2. Develop a written risk assessment
3. Limit and monitor who can access sensitive customer information
4. Encrypt all sensitive information - at rest and in transit
5. Train security personnel
6. Develop an incident response plan
7. Periodically assess the security practices of service providers
8. Implement multi-factor authentication for anyone accessing customer information

Much of the above is covered when you create your Written Information Security Plan (WISP) as part of 
complying with IRS Publication 4557.

● It's important to start there - because when you do your PTIN renewal, you have to check a box that you 
have a Written Information Security Plan.

FTC Safeguards Rule Penalties (overview)



Poll #1
Does your firm need ensuring your WISP is 

up to date and IRS compliant?



● Anti-virus/anti-malware

○ Use both signature-based and heuristic-based applications

● Anti-spyware to prevent unauthorized applications from harvesting data

○ On each device or applied through the network

● Firewalls to block unwanted connections

● Drive encryption

1) Use Security Software



● At least 12 characters, including upper and lower-case letters, numbers, and special 

characters (16 or 32 better, passphrase!)

● Separate password for every application or service

● Never re-use old passwords

● Use password management tools to ease the burden

○ Bitwarden or Vaultwarden
○ KeeperSecurity
○ McAfee Anti-Virus Plus
○ Bitdefender Anti-Virus Plus
○ Webroot SecureAnywhere

2) Create Strong Passwords



● Change default passwords on all routers

● Ensure WPA3 encryption

● Reduce transmission power to the lowest possible setting that provides adequate coverage

● Change the name of your network to something that does not identify the nature of your business

● Do not use public networks to access sensitive information without the protection of a VPN

3) Secure Wireless Network



● Encrypt all disk drives – Windows BitLocker is a good tool for this

● Backup data daily or continuously, using multiple forms of media

● Avoid using USB drives, particularly if they contain client data and you are using them on devices you 

do not control

● Avoid installing unnecessary software

● Maintain an inventory of all devices on which client data is stored and control internet access on these 

devices

● Securely delete all data before disposing of a device

4) Protect Stored Client Data



What to look out for

● Background checks

● NDA’s in place

How to educate staff

● Training required
● Password Training (enforce strong passwords)
● Limit access to only those who need it
● Safe document handling training
● Security training
● Regular discussion about importance of 

security training and also what scams and new 
hacking information has come to light

● Develop Telecommute Policies
● Properly terminate staff (and remove from 

systems, etc
● Verbal and Written warnings for anyone who 

violates this 

The Human Factor - Your Staff’s Role in Keeping Data Safe



● Firms need to encrypt messages with PII. This creates two problems:

○ Encryption can be challenging for staff

○ Most clients won't/can't encrypt when sending email to the firm

● SMS is a key issue for most firms

○ Photos in text messages frequently contain PII which can walk out the door

○ Use business texting. Better yet, use business texting with secure file requests

● Your 4557 WISP is key for qualifying for/maintaining cyber insurance

○ Cyber insurers are disqualifying firms at a record rate

○ Maintaining a quality WISP and complying with it is now table stakes

Issue For Most Firms



● Making security automatic for clients isn't so easy:

○ How many clients send you PII without encrypting it?

○ How much PII does your team have in their email boxes?

○ Or on their personal phones?

○ How many clients can't log in to your secure systems?

● As a firm, you must delete all emails from clients with PII

Client Behavior Is Hard To Control



● Phishing email threats are exploding!

● 91% of all data breaches start with a phishing attack, according to KnowBe4 (www.knowbe4.com)

● Phishing coupled with social-engineering creates a very risky situation

● The fundamental rule remains, if you don't know the person who sent it to you or you weren't 

expecting it, don't open it or click on it

Risk Of Phishing Emails

http://www.knowbe4.com/


How much would a data 
breach cost your firm?

How many clients would 
you lose?

What would you pay in 
legal costs? Are they 

covered by insurance?

Protecting Data Is Good Business



● 4557 has requirements and penalties tied to your PTIN/EFIN

● Staff need education on security

● You can take simple IT steps to improve security

● You need to be ready for breach reporting – it’s not a matter of if, but when

● Clients need to be taught to be safe, too

● Make sure to get your WISP done, since it is a requirement

Summary



Poll #2
How much sensitive client information does 

your firm have in email?



Need More Help With Publication 4557 and your WISP? 



For your WISP, which systems are Good, Better, and Best?





Save $300 (60% discount)

1. Search for “4557 Masterclass”

2. Or go to https://thegrove.thinkific.com/courses/4557-Masterclass

3. Regular price is $499, use code TRN2024 to get the course for $199 

a. Code is valid through August 20 

https://thegrove.thinkific.com/courses/4557-Masterclass


Survey Results From the Prior Webinar

Client engagement 
issues are the biggest 

problem

Security is the 4th most-common 
issue. We need to solve client

engagement and security
TOGETHER.



Survey Results From the Prior Webinar

Client responsiveness is #1 
for organizers as well. 



Accountants and Bookkeepers spend up 
to 40% of their time searching for, and 

gathering, client documents.
AccountingWeb, May 2021



Survey Results From the Prior Webinar

Most firms want a new 
system that solves multiple 
issues. 



Survey Results From the Prior Webinar

Gathering information and 
communicating with clients 
needs to be secure AND it 
needs to be easier.



Survey Results
Good news! 1-in-12 firms 
have already moved to a 
digital tax organizer!



I’m going to show you HOW you can make the change without a 
big headache.

1. Security is a must. 

1. You can’t solve the security problem alone -- you need to bring your clients along.

1. You can solve the security problem in a way that reduces your tax admin time by >50%.

1. Everything I’m going to show you is easily implemented 

a. No changes to your tax prep software  

b. No changes to your practice management system



Poll #3
When it comes to managing your business, 
how Risk Averse or Risk Tolerant are you?



How I Safeguard My Clients’ Data & Save Time Doing It 

1. Run my business like a bank

a. We are subject to many of the same rules and regulations

b. Clients clearly prefer online banking to email

c. Banks give us a single touchpoint for everything we do with them online

2. Draw clear boundaries 

a. Bend if you need to for the minority of clients who aren’t successful online

3. Help clients with the transition

a. Focus on apps with a strong User Experience track record

b. Be clear with what’s in it for them (security and convenience)

c. Be consistent in your behaviors and expectations



The Online Banking Model Works

80% to 90% of American Bank Account Holders use online banking services. 



http://www.youtube.com/watch?v=lyQ1m8xbJW0


Get Your Clients Onboard

1. If tough love doesn’t work for all of your clients, consider these options:

a. Online clients should be given a transition date to be secure (say 90 days from now)

b. Add the transition date to your email footer

c. Send emails that communicate what’s in it for them (e.g. 3 emails over a 90-day period)

d. If they are online but refuse to comply, have them sign a liability waiver

2. Some systems such as Liscio (what I use) will capture email traffic and make it easy to convert 

the email to a secure message. 

3. Offline clients can stay offline



Give Clients a Single Touchpoint Online

1. Clients can’t juggle multiple apps. 

a. If they don’t know which app to use, they’ll email us. 

b. If they can’t find their files, they call us.

2. Many clients live on their phones and tablets

a. More than ½ of internet traffic is on mobile devices

3. Pick an app that puts everything in one place

a. Secure messaging

b. Secure file transfer

c. Electronic signatures

d. Tax organizers & delivery

e. Works on any device



Poll #4
What is your tax organizer response rate?



Clients do not love the old organizer & portal experience

Limited portal functionality, no secure communication. Low response rates.



As a result, clients send documents every which way 

This is a security and administrative nightmare. 
It was the single biggest waste of admin time during tax season. 



We end up with this problem. 70% of you are here. 

Gathering information and 
communicating with clients 
needs to be secure AND it 
needs to be easier.



The Secret is to Make EASY for Client to Work Securely



A Secure Tax Organizer experience is easier for you too:

Just drag-and-drop batches of PDF organizers from your tax software: 



The same process addresses Tax Delivery



Secure tax delivery automation includes Review, eSign, Payments, and Estimated Tax Reminders:

Secure Tax Delivery



Tax Delivery Made Easy



How to Deliver Tax Returns more Securely

Automating the Tax Delivery Process is the same as the Organizer process. Just drag-and-drop.



My System (Simple, Secure, Effective)

Tax Software Client Portal

Organizers

Returns

Print PDFs

Print PDFs

Data Entry DMS

Creates and Sends 
Personalized 
Organizers
(drag-and-drop 
from Lacerte)

Enters data into 
the tax software 
(drag-and-drop 
from Liscio)

Integrated with 
Lacerte and Liscio

Integrated with 
Lacerte and Liscio

Automates Tax 
Return Delivery
(drag-and-drop from 
Lacerte)



My Branded Liscio Portal



1. Modern portals can be setup and learned in less than a day

2. Immediate ROI

3. The key is to set your intention and move forward!

Training and Implementation Time



I want to address these because firms tend to talk themselves into “Same as Last Year”: 

● My clients won’t change
○ They already have (even your oldest clients use online banking)
○ Remember COVID?

● My staff won’t change
○ Give them some credit…
○ My staff and I will work a fraction of the overtime, if any

Typical Objections:



TRN Special –
https://www.liscio.me/affiliates/tax-rep-network

Implementation, training, data import, and custom branding for $499 (save $1,000!)
Limited time offer expires August 15. 
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